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Cisco Certified Network Associate, abbreviated as CCNA is a certificate course offered by
CISCO, a giant in the networking industry. CCNA is essentially meant to evaluate and
improve the networking knowledge of the learners. This certificate course validates the holder’s
ability at installing, securing, operating and troubleshooting any issue within an enterprises
network.

NETWORK
FUNDAMENTALS

NETWORK
ACCESS

SECURITY
FUNDAMENTALS

OF] _ES for CCNA graduates include:

e System Engineer e Network Engineers

® Technical Support Engineer @ Cyber Security Engineer

® Network Support Engineer ® Security Engineer

® Network Administrator ® Network Security Engineer
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TYPES OF CCNA CERTIFICATIONS:

- Collaboration (CCDA
Data :
Service .
Provider ereleﬂ

The average salary for a CCNA certification holders in India is Rs. 421,327.

Routing

& Switching Cloud

10% MEDIAN 90%
2.8 LPA 4.2 LPA 10 LPA
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Popular Skills and Market Demand

NETWORK SECURITY NETWORK CLOUD
ENGINEER ENGINEER ENGINEER

6.5 LPA 5.0 LPA ' 5.9 LPA

CLOUD SECURITY CYBER SECURITY SYSTEMS
ENGINEER ENGINEER ENGINEER
8.3 LPA 6.0 LPA ' 4.5 LPA '

. CCNA is a great career path, especially for students with
Btech/BCA/MCA background.

. CCNA certification validates that a candidate has the right
skillset to handle any networking job responsibilities.

. It gives an individual a career boost as a networking
professional and provides better work opportunities.

. Appraisals are a common benefit of the certification, with
salaries often doubling in the case of skilled professionals.
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WHY CHOOSE BADATYA?

Meticulously designed industry -
oriented course curriculum.

Industry experienced and
qualified trainers.

100% Placement
Assurance

Flexible class schedules and
customisable courses

FAQ’s
How many times can | take the CCNA exams and how long is the certification valid for?

According to the policies, a student can retake the CCNA examination after 5 calender days,
while the minimum time between two examination attempts online, is 48 hours. The CCNA
certification is valid for 3 years. Each time recertification requirements are met, the certification
‘active’ status will be extended for an additional three years.

What will | receive post completion of my Course at Badatya ?

After completing the course, the individual shall receive a Course Completion Certificate
by Badatya to vouch for the skills and knowledge the student has gained in the course
term.
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MODULE 01 - CCNA Routing and Switching

* EXPIONNG te: NBIWOIK ou:omsssmmmmmmmmsssss s 4 s s A S s
« Configuring a network operating SyStem ...........ccoooiiiiiiiie e
¢ APPIICALION [AYET ...t e e eennas
® ITENSPOTT IBVOT uunesssmmmmnsssssuumnuesnmmss s nm e sumysA AR YA raar Ao50 o LA AR AASS S EERERE
* NEtWOTK PrOtOCOIS ..o e e e e e e e e e e e eennnns
o NetWork COMMUBDICRHONG msmmmsmenmmsmmmmsmntis s s e Ao
INETHOIE BV cunaammninns s R e R
¢ [P @ddreSSINg .. .cooiieeiiii e e e e e ans
»:Subnetling IP'NeVEIKS ..ot o s S s
* NEIWOTK @CCESS ...ttt e e et e e e e e e e e e eeeenns
¢ B N Net e

MODULE 02 - Network Fundamentals

 Explain the role and function of network components .............ccooooiiiiiiiiiiiiiee.
2 RO S o e
- Layer 2 SWItChES ..o
~ LAYErS BWIBIES unsuuuumsnsssssanmnsssssssuummmssiis s sssassossmssss Luinsmsss saissss s RELa s Ussas
- Next-generation fireWallS ..o e
8 M ssssnomannmssmsaass s R A AR
~ACCRSE POINIS ovvvvmmmmseessmmmmissssmmmmssammmsssrrissisa s rrrramimiseeesssspssaTaa s s s aaaa s
- Controllers -CisCO DNA CENET .....vviiiiiiiiiiiiiee et
4 COMPONBIS WL o s 5 e
= ENAPOINIS oo e
= S BIVEIS ..ttt e e e e e e e e e e e e e e e e e e e e e et e e e e e e e e e e aan e e e e e e

« Describe characteristics of network topology architectures ............ccccoovvviiciieeenn..
2 DRRNEAEIL] om0 3 S S5
el = = = R —
= SPINE-ICAT e
95 WINPT
- Small office’/home office (SOHQO) ...
- On-premise and ClOUA ........coooiiiiiiiii e

« Compare physical interface and cabling types ...........ooovviviieiiee e
= SiINGIE-MOAE FIDEF ..o
% PAEITMOBE TIDOF ocvcvsssmunnnnmmmsmnmsmmsii e s R s s
0] o] o 1= ST USSP SRRSO USUSSOUPRRTURO
- Connections- Ethernet shared media ...,
= GOMMEEHons - POINMEO-POINE o v s s s s s hasaass

« |[dentify interface and Cable ISSUES .............ueeiiiiiiiieeiiiiiee e
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~ENHIE o R e R s
=MISMALCR AUPIEX oo et
SBT3  E  S
« Compare TCP O UDP ...
« Configure and verify IPv4 addreSSing ...........ccooooeiiiiiiiiiiieeeeeeeeeeeeeeee e
Ty [ T
» Describe the need for private IPv4 addressing ...,
« Configure. IPv6 addressing and prefiX. ..o essssssssmmmsmmssmsmmmos
s Verify IPv6 addressing and PrefiX s
» Describe IPV6 addreSs tYPeS ......coiiiiiee e
-Unicast (global, unique local, and link local) ...
S ANY AT et et
SIMURICAST e
e s (11 e =1 B | T ———
« Verify IP parameters for Client OS ...,
LT o U USSR ———
=MBEE 08 i s s s

 Deserioe Wireless BRANGIRIES: .. uususmmssrnmmsssmsssss e s 4 4 4 RS S
« Explain virtualization fundamentals ...
= SErVer VIrtUaliZation .......coooviiie e e
SB sy - |4 s T —
=V R S ettt e et e e e e e e e e e e e e e e e e e e e e e aaans
* Describe switChing CONCEPLS .....ovveeeeiiiiieeeee e

MODULE 03 - NETWORK ACCESS

« Configure and verify VLANs (normal range) spanning multiple switches.................
- Access ports (data @and VOICE) .....o.uvuuuueeeeeieeeeieeeeeeeee e
- Defatlt VEAN cavvimmmmmnmmssmmmmnmmmsnssmessammmmmms e
L O] a1 [=Te: (1771 T
« Configure and verify inter-switch connectivity ...
= TTUNK POTIS covvmmivsssssmmmurssso smmmmesnsssssssss sisiiess i s s e s s s s s oo e TR RS S oA o918
=10 72250 K OSSPSR PRSP
S INBEVBNVLAN om0 s e s i

« Configure and verify Layer 2 discovery protocols (Cisco Discovery Protocol and
L D P ) et e e e e e e e et it e e e e e e e e n e nrnneaaean
- Configure and verify (Layer 2/Layer 3) Ether Channel (LACP) ........ccccoeeeeeiiiiiiinn.e.
« Interpret basic operations of Rapid PVST+ Spanning Tree Protocol .......................
2 (e o) 4 o To ] o (USROS
- Root bridge (primary/seCOndary) ...« msmmmsssssssmmr s
= Other PO NAMES ...ttt e e e e e e nnnes
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- Portgiates (forwardingblogking) .osmmmmnnnmnsmm s
S PO St e e e

« Describe Cisco Wireless Architectures and AP modes .........ccccoooiiiiiiiiiiiieeieeneene,
- Describe physical infrastructure connections of WLAN components (AP, WLC,
ACCESSITUNI POTES., STVE LS ummssmmnssmmmnnnsnssssnsnssmmssms s s
« Describe AP and WLC management access connections (Telnet, SSH, HTTP,
HTTPS, console, and TACACS+/RADIUS) ..o,
« Interpret the wireless LAN GUI configuration for client connectivity, such as WLAN
creation, security settings, QoS profiles, and advanced settings .............................

MODULE 04 - IP Connectivity

* Interpret the components of routing table ... s
-Routing ProtoCOl COUE ...
BRI TR s nonncmsttnt s e o e N AR SN N  R Eiel
~NEIWOIKMESK .cvvnnnmmmnnnmmnnnanumsm s
SN XL MO e e e
=AMINISIRAtIVE GHSIAMOE oo s A S S R S s
1= (Lo USRI
-Gateway Of [aSt rESOI ... e e

« Determine how a router makes a forwarding decision by default.............................
-Longest prefix matCh ...
~Administrative diSIANCe ... s e s s
-Routing protoCol MEtriC ......cccooiiiiiii e

« Configure and verify IPv4 and IPv6 static routing ...........ccccoeeeeiiiiiiiiiiiiiiieee.
-DEfaUIt TOULE ... e e
- NetWOrk roule .. s
SHOSE TOULE ...ttt
=Floating StatiC ..o

« Configure and verify single area OSPFV2 ..........iiiiiieeiee e,
<NeIGhDOr QHIACENEIRS ... s ——————————— s
= POINt-0-POINT oo
-Broadcast (DR/BDR SelecCtion) .........ooooiiiiiiieeeee e
8 s 1 (= | T ———

« Describe the purpose, functions, and concepts of first hop redundancy protocols

MODULE 05 - IP Services
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« Configure and verify inside source NAT using static and pools .................c.cc..........
« Configure and verify NTP operating in a client and server mode ..................cccccce....
« Explain the function of SNMP in network operations ...............cccccoooe .
» Describe the use of syslog features including facilities and levels ...........................
« Configure and verify DHCP clientand relay ...,
« Explain the forwarding per-hop behavior (PHB) for QoS, such as classification,
marking, queuing, congestion, policing, and shaping ...........cccccceeeeieiiiiiiiiiiiccnnn.
- Configure network devices for remote access using SSH ...........ccccooiiiiiiiiiii.
* Describe the capabilities and function of TFTP/FTP in the network.........................

MODULE 06- Security Fundamentals

* Define key Security CONCEPLS ... e
SRITIDERESS] ccceacmscosmmenonson s esenseesosa 2 2 SR R R A AR
-MUINSALIES s e T S
el = (o] (0] = TS U OO UUUPPPUPRUPUPOPTR
SIGAUONIBCRTHGIIGE: wuuecomusumumnnasnnmmass s R A AR e

* Describe security program elements ...
~AISET DWATEIVERS oimnnneninnsnssmesssssss s s A s s A soos o aa Reass s uannas
(1= 11 1T PSRRI
-physical @CCeSS CONTIOI .......coooiiiiii e

- Configure and verify device access control using local passwords ...............c.........
» Describe security password policies elements................oooiiiiiiiiiiieiiiii,
SMANAGEMENT ..o e s
S COMPIEXITY oo et aaeeees
-password alternatives (multifactor authentication, certificates, and biometrics) ..

» Describe IPsec remote access and site-to-Site VPNS ..o,
» Configure and verify access control lists .....ccccooiiiiiccccmmmmamnms

» Configure and verify Layer 2 security features ...............ccoooieeiiiiiiiieiiiiiiicccee,
18] (4 =] s ToTo] o] ] s o NSRS
-dynamiC ARP INSPECLION ......oooeiiiiiie e
~POIESBOUNTY wucssssisssmmmmmmmmmmmmmsssssss s S SRR

- Compare authentication, authorization, and accounting concepts ............cccccceeee....
» Describe wireless security ProtOCOIS .......cccciciiii i immmimmmmssssssmmessisisssssiiiisanaasssssns
S P A ettt e e e e e e aanaeee e e e aan s
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MODULE 07 - Automation and Programmability

 Explain how automation impacts network management .................oooiiiiiiiiiiiinn.

« Compare traditional networks with controller-based networking ..................c...c.......
 Describe controller-based, software defined architecture (overlay, underlay, and

IR i e e R R R RN ST

- Separation of control plane and data plane ................cccooiiiiiiiiiiiciiicc

-Northbound and SouthboUNd APIS ........oooeiiiii e

« Compare traditional campus device management with Cisco DNA Center enabled
deviCe MaNAGEMENT ... e

» Describe characteristics of REST-based APIS ...
O RU DD e e
gl [ CE - i I T ———
~data ENCOTING .o e e e e aaaes
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1st Rank Institute » 59,000+ Students v 90% Students Enrol
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